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Abstract: Phishers target Internet users and send them phishing emails or create phishing websites to 
deceive victims and extract financial gains. This study investigated the factors that affect Internet users 
in phishing detection. The responses of 252 participants to an online survey were collected and 
analyzed. Participants were mostly careful when a website requested urgent action, its content had 
errors, or an email message asked recipients to give personal information or click a suspicious link. 
They believed that education about phishing, email filtering software, and connecting directly to the 
official website, and not through a link, were the best practices. They also stated that they could learn 
how to easily detect phishing attempts and evaluate whether an email was spam, advertising, phishing, 
or a scam. It was also found that the creation of blacklists and whitelists did not provide sufficient 
protection against phishing, active warnings were more effective than passive warnings, and users 
were receiving phishing emails that escaped email filtering and antivirus software. Further statistical 
analysis of their responses revealed that there was a moderate positive correlation between each of the 
variables Self-Efficacy in Phishing Detection, Information Evaluation Skills, E-Banking Phishing 
Detection Skills with Phishing Detection Effectiveness. Finally, it was found that the Facilitating 
Conditions for Phishing Detection, E-Banking Phishing Detection Skills, and E-Mail Phishing 
Detection Skills influenced Phishing Detection Effectiveness. 
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1. Introduction 
 
The expansive and multifaceted nature of the Internet, although offering boundless opportunities, 
poses inherent threats to users who lack proper training (Arachchilage & Love, 2014). Within the cyber 
domain, individuals engage in various aspects of their lives, professional endeavors, and leisure 
activities using the Internet. Notably, remote work exemplifies this trend, where employees engage in 
work-related tasks from the confines of their homes through network connections. This modality 
presents a favorable environment for malicious actors, because remote workers often lack the 
necessary digital infrastructure to shield themselves from cyber threats. As technological 
advancements unfold, the sophistication of security measures has become imperative to counteract the 
leakage of personal information. Nevertheless, malevolent entities, such as hackers and phishers, 
persistently attempt to compromise the confidentiality and integrity of personal data, to gain financial 
or social advantages. 

Phishing, a term denoting cyberattacks targeting the stealing of personal and financial 
information in cyberspace, encompasses the illicit acquisition of credentials, such as passwords and 
online banking details. Users may succumb to this threat via either malicious links or emails that 
infiltrate their inboxes, leading to substantial financial losses. According to Avanan's phishing report, 
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one in every 99 emails was identified as a phishing email containing fake links or malicious 
attachments. The report also highlights that 83% of people worldwide receive phishing emails, causing 
various disruptions and damages, including reduced productivity (67%), loss of proprietary data 
(54%), and reputation damage (50%) (Jain & Gupta, 2022). 

A typical phishing email typically includes an attached file or link leading to a malicious 
external website designed to steal personal and banking information from customers. Butler (2007) 
explained the modus operandi, noting that victims receive emails and respond by clicking on the 
uniform resource locator (URL), directing them to a website that appears to be a legitimate site from 
a trustworthy organization (Manoharan et al., 2022). The authors stated that if users have not 
undergone training, approximately 50% of them click on phishing URLs. In contrast, the click-through 
rate for users who received training was zero (Jain & Gupta, 2022).  

The creation of deceptive websites that mirror authentic counterparts is a common tactic 
employed by hackers, coaxing victims into disclosing sensitive information. Alarming statistics 
revealed that Google has blacklisted over 1.5 million phishing URLs (Bell & Komisarczuk, 2020). 

However, reliance only on blacklists carries the inherent limitation of failing to detect zero-day 
phishing attacks given the dynamic nature of phishing websites, with an average lifespan of 
approximately 4.5 days in cyberspace, sometimes lasting only a few hours, as reported by the Anti-
Phishing Working Group (APWG) (Kumaraguru et al., 2010). Efforts to shield Internet users from 
phishing attacks involve multifaceted approaches, encompassing awareness-raising initiatives 
regarding the consequences of phishing and encouraging the activation of suitable phishing detection 
software equipped with a blacklist (Gupta et al., 2017; Surwade, 2020; Chorghe & Shekokar, 2016).  

Many previous studies have attempted to fight phishing using automated anti-phishing tools 
based on artificial intelligence, machine learning, deep learning, natural language processing, eye-
tracking, electroencephalography, etc. (Baadel & Su, 2019; Birthriya et al., 2025; Kavya & Sumathi, 
2024; Thabtah & Kamalov, 2017). For example, machine learning identified patterns and detected 
phishing attacks through both supervised learning (trained with data labeled as either "legitimate" or 
"malicious") and unsupervised learning (detecting new threats by identifying anomalies in the data). 
Deep learning employed neural networks for a deeper analysis of the content and structure of emails; 
for example, understanding word sequences in an email and their temporal dependencies. Natural 
language processing detected phishing by analyzing language, invalid names, locations, email 
addresses, lexical and syntax errors, emotionally charged words (e.g., threatening expressions), and 
suspicious phrases in the email content. Although each of these advanced technological methods faced 
challenges such as the need for large and diverse datasets and managing false positives, the 
combination of these methods may provide the most robust defense against evolving phishing attacks. 
However, recent literature reviews have warned that phishing emails can remain undetected by 
automated anti-phishing tools due to their limited accuracy (Ahmad et al., 2024; Sarker et al., 2024). 
Despite the availability of various automated anti-phishing tools, the role of a user in phishing 
detection remains extremely important. Gallo et al. (2024) pointed out that the focus of research on 
phishing has shifted recently from technical to human-oriented aspects. In addition, Das et al. (2022) 
argued that it is important to conduct more user studies on phishing. In a phishing war, it is important 
to arm users not only with automated anti-phishing tools but also with appropriate knowledge and 
skills (Sarker et al., 2024). 

User awareness of phishing attacks and ability to detect phishing attacks are vital in the 
cybersecurity landscape. Educating users helps cultivate proactive defense against deceptive emails, 
malicious links, and social engineering tactics employed by cybercriminals. Understanding the factors 
that affect users' effectiveness in detecting phishing attacks, such as the psychological manipulation 
techniques used, the sophistication of phishing strategies, and contextual nuances in phishing 
messages, is essential. According to a detailed literature review (Das et al., 2022), only 13.9% of 
studies on phishing attacks employed user studies. Thus, this study investigated the factors that enable 
users to detect phishing attacks via user surveys and experiments. 



 
2. Previous Studies 
 
Many previous studies have tried to protect Internet users from phishing attacks. Internet users should 
be equipped not only with anti-phishing software but also with anti-phishing knowledge and skills 
(Baki & Verma, 2022; Das et al., 2022; Ferreira, 2015; Jampen et al., 2020). Using a survey, this study 
investigated the effect of Internet users’ self-efficacy, facilitating conditions, and social influence on 
phishing detection, as well as information evaluation skills, e-banking phishing detection skills, and e-
mail phishing detection skills on a user’s effectiveness in detecting phishing attacks. Two experiments 
will be conducted to measure the effectiveness of users in detecting phishing. 
 
2.1. Self-Efficacy 
 
Self-efficacy refers to an individual's belief in their ability to perform a specific task successfully. 
Although several previous studies have investigated the relationship between anti-phishing self-
efficacy and phishing susceptibility, their findings are contradictory (Das et al., 2022; Lee et al., 2023; 
Verkijika, 2019; Wang et al., 2016). Some studies have found that although individuals may believe 
they are skilled at identifying phishing emails, they may not accurately detect phishing attacks (Wang 
et al., 2016). Overconfident individuals might be less likely to thoroughly check received information, 
underestimate the risks, and become vulnerable to phishing attacks. However, other studies have found 
that higher self-efficacy can lead to better awareness and knowledge of phishing risks, which in turn 
reduces susceptibility to phishing attacks (Arachchilage & Love, 2014; Lee et al., 2023; Ribeiro et al., 
2024; Safa et al., 2015). Arachchilage and Love (2014) found that self-efficacy positively influences 
threat avoidance behavior. In other words, increased self-efficacy among Internet users, which 
indicates confidence in taking precautions against phishing attempts, correlates with increased 
awareness and knowledge of the associated risks, ultimately leading to the avoidance of phishing 
attacks. Similarly, Safa et al. (2015) found a positive correlation between information security self-
efficacy and users' conscientious information security behavior. Users who perceive themselves as 
capable of identifying phishing attempts were less likely to share personal information online, thereby 
reducing their risk of victimization (Lee et al., 2023). Another study found that the impact of anti-
phishing self-efficacy on mobile phishing avoidance behavior was limited (Verkijika, 2019). The lack 
of a clear and consistent relationship between anti-phishing self-efficacy and phishing detection 
accuracy points to the need for further research (Verkijika, 2019). Therefore, this study investigated 
the following hypothesis H1: 
 
H1: Self-Efficacy in Phishing Detection (SEPD) is positively related to Phishing Detection 
Effectiveness (PDE) 

The relevancy of examining this hypothesis is found in enhancing users’ effectiveness to detect 
phishing through fostering their confidence in detecting phishing threats. 
  
2.2. Facilitating Conditions 
 
Facilitating conditions refer to the external resources, tools, and support available to a user to perform 
a task. In phishing detection, these conditions could include access to anti-phishing software and 
training programs. Providing individuals with the right knowledge, training, automated tools, 
resources, feedback, and support to effectively access the legitimacy of emails and websites can 
significantly improve their phishing detection capabilities (Birthriya et al., 2025; Cheng et al., 2010; 
Horta & Rengarajan, 2024; Jampen et al., 2020; Lee et al., 2023; Marshall et al., 2024; Sarker et al., 
2024). It is important to provide conditions that foster individuals’ critical thinking and a thorough 
analysis of emails and websites (Wang et al., 2016). This might include educational materials and 



training programs that present the risks and provide individuals with the skills to mitigate them 
(Jampen et al., 2020; Marshall et al., 2024; Sarker et al., 2024; Sheng et al., 2010). Previous studies 
have recognized that training in phishing detection skills can improve users’ detection ability (Baki & 
Verma, 2022; Das et al., 2022; Jampen et al., 2020; Kumaraguru et al., 2010; Sturman et al., 2024, 
2025; Zheng & Becker, 2023). For example, a study exploited the use of educational videos presenting 
potential phishing emails and how to identify and avoid them (Tschakert & Ngamsuriyaroj, 2019). 
Another study used educational games to teach users how to detect phishing (Sheng et al., 2007). In 
addition, technical facilities, such as blacklists, warnings, and antivirus software, can help users detect 
phishing (Das et al., 2022; Jampen et al., 2020). While previous studies have identified several 
"facilitating conditions", a comprehensive view is still lacking. Therefore, this study combined such 
factors in the Facilitating Conditions for Phishing Detection (FCPD) and investigated the following 
hypothesis H2: 
 
H2: Facilitating Conditions for Phishing Detection (FCPD) is positively related to Phishing Detection 
Effectiveness (PDE) 
 

The relevancy of examining this hypothesis lies in its implications for supporting the users with 
facilitating conditions such as knowledge, training, real-time warnings, filters, and software for 
phishing detection. 
 
2.3. Social Influence 
 
Social influence refers to the impact of peers, colleagues, or authority figures on an individual's 
behavior. In the context of phishing detection, if an Internet user is surrounded by people who prioritize 
cybersecurity and actively discuss phishing threats, they are more likely to adopt similar behaviors. 
Cyber phishers usually exploit the principles of persuasion in social engineering (PPSE) to deceive 
their victims. These PPSE include: 1) authority appeal; 2) social proof; 3) sympathy, similarity, and 
deception principle; 4) commitment, reciprocity, and consistency; and 5) misdirection/attention 
splitting. 
 
2.3.1. Authority Appeal  
 
People are trained to trust individuals who have authority and to act according to their requests. In 
other words, society teaches people not to question the authority of experts and obey it. However, the 
establishment and maintenance of trust are crucial elements for online banking services, given that 
customers cannot verify the quality of a product or service before its actual use, and they can easily 
fall victim to phishing (Manoharan et al., 2022). Phishers attempt to deceive people by convincing 
them through reference to reputable companies and websites (Sharevski & Jachim, 2022). To achieve 
this, phishers use famous words or logos or phishing websites that imply the sender's authority and 
names from well-known and trustworthy companies, such as "Amazon" or “PayPal” (Sharevski & 
Jachim, 2022; Jain & Gupta, 2022). Among other things, successful deception requires the use of 
logos, images, elements belonging to legitimate companies, and fake links that visually appear 
legitimate (Ferreira & Teles, 2019). A timely example of fake emails invoking authority is those 
claiming to come from the World Health Organization, urging recipients to download documents with 
COVID-19 safety measures (Sharevski & Jachim, 2022). Due to the public's trust in the World Health 
Organization and their desire to be informed about the deadly virus, they downloaded the document 
and fell victim to the scam.  
 
2.3.2. Social Proof  
 



In their social environments, people tend to mimic the behavior of others. Seeing that others in their 
social circle are not suspicious of the emails they receive, they also follow suit, overlooking the 
potential dangers that the email may pose (Ferreira et al., 2015). In this way, they do not feel solely 
responsible for their actions, as they follow the same behavior as their peers and face the same risks 
(Ferreira et al., 2015). Specifically, users in the cyber realm tend to trust people they know, such as 
friends or colleagues depicted in the email icon or signing with their names at the end of the email 
(Ferreira & Teles, 2019). An example of an appeal to social proof could be an email that initially 
appears to come from the system administrator at the recipient's workplace (Ferreira & Teles, 2019). 
In this case, the email address would be identical to the genuine address of the company and would 
ask the recipient to perform an action that their colleagues have also followed, such as checking the 
functionality of a link that has already been tested by their colleagues (Ferreira & Teles, 2019). 
Phishing attacks have a significant negative impact on an organization's reputation regardless of its 
size and pose a significant threat to online service providers, including banks. When people receive an 
email from someone they know, even if it shows signs that may indicate possible deception, they tend 
to trust it because they trust other members of their social circles (Ferreira & Teles, 2019; Manoharan 
et al., 2022).  
 
2.3.3. Sympathy, Similarity, and Deception Principle  
 
Phishers often design their emails based on principles of sympathy, similarity, and deception. 
Sympathy attracts the recipient and ensures the development of a good relationship with the sender, 
whereas similarity creates a sense of identification with the email content, leading the user to trust the 
message and ultimately become a victim of deception (Ferreira & Teles, 2015). People are known to 
be attracted to companies that pretend to be genuine and to trust those they believe they know. 
Specifically, as in the case of authority appeal, phishers use logos and images from famous and well-
known organizations that resemble the characteristics of genuine organizations to deceive the email 
recipient (Ferreira & Teles, 2019). Additionally, to make themselves more likable and prevent readers’ 
suspicion, phishers sometimes use animated graphics and words that convey politeness and respect 
(Ferreira & Teles, 2019). For example, they can use a moving icon, such as a heart, or expressions like 
"Dear customer," or "Dear colleague" (Ferreira & Teles, 2019).  
 
2.3.4. The Principles of Commitment, Reciprocity, and Consistency 
 
People often resort to committing to feeling secure in their decisions. Because people want to be 
consistent with their commitment when they encounter urgent expressions from someone, they think 
they know and respond without a second thought (Ferreira & Teles, 2019). An example is when the 
sender knows in advance that the recipient is looking to buy a house. In this case, the sender offers an 
extremely affordable price for the house with the specifications desired by the recipient but requires 
immediate payment from their side to secure the property. The recipient of the email promptly makes 
the down payment to secure the "opportunity price," overlooking the verification of the sender's 
identity, resulting in falling victim to a phishing attack (Ferreira & Teles, 2019).  
 
2.3.5. Misdirection/Attention Splitting 
 
Most of the time, email recipients focus on the expected benefits that they will obtain. Influenced by 
multiple benefits, however, they overlook equally important issues that should be considered before 
making a decision. For example, an Internet user could receive an email from the Football Prognostics 
Organization (OPAP) congratulating them on the money they won from the lottery ticket they bought 
(Ferreira & Teles, 2019). In this case, if "OPAP" asked the user for their bank account details for the 
immediate transfer of the money, the user may provide them (Ferreira & Teles, 2019). This would 



happen because, at that moment, the only thing that would interest the user is immediate access to their 
money and not to other details, such as the fact that they have never bought a lottery ticket (Ferreira & 
Teles, 2019).  

Safa et al. (2015) found that subjective norms (opinions of significant others) positively effect 
users’ information security-conscious care behavior. Similarly, Mendel and Toch (2017) found that 
social influence impacts vulnerability to engage in specific privacy-related behaviors. Finally, Parsons 
et al. (2019) demonstrated that the authority, consistency, liking, reciprocity, and scarcity of email 
messages are persuasive.  

Previous studies have argued that social influence may affect susceptibility to phishing 
(Ferreira & Lenzini, 2015; Lee et al., 2023; Parsons et al., 2019; Safa et al., 2015). If peers are careful 
about phishing attempts, individuals are more likely to adopt similar behaviors (Lee et al., 2023). In 
addition, discussions and role-playing training in anti-phishing activities may empower individuals 
(Chen et al., 2024). Conversely, engaging in online activities, particularly on social media, increased 
the exposure of users to phishing attacks (Gan et al., 2024). In addition, phishing emails frequently 
pretend to be from trusted sources and trick recipients into clicking on dangerous links or downloading 
harmful attachments (Oloyede, 2024). Thus, the role of social influence in phishing is multifaceted. 
Further research is needed to investigate the effects of Social Influence on phishing susceptibility. 
Therefore, this study investigated hypothesis H3: 

 
H3: Social Influence on Phishing Detection (SIPD) is positively related to Phishing Detection 
Effectiveness (PDE). 
 

The relevancy of exploring this hypothesis is based on that social influence may affect user 
behavior, sometimes outweighing individual knowledge and awareness. For example, if a person’s 
social group frequently clicks on suspicious links, they may be more inclined to do the same, even if 
they understand phishing risks. 
 
2.4. Information Evaluation Skills 
 
Information evaluation skills involve the ability to critically assess the credibility, reliability, validity, 
and accuracy of information. In phishing detection, these skills are crucial because phishing attempts 
often rely on deceptive information, such as fake URLs, misleading sender addresses, or urgent 
requests. The evaluation of information is an important aspect of information literacy (Frailon et al., 
2019). Information evaluation skills include the ability to distinguish authentic and reliable 
information from spam, phishing, hoaxes, fake, or fraudulent information (Tzafilkou et al., 2022). 
Digital information evaluation skills such as authority, credibility, accuracy, currency, objectivity, and 
credibility are essential for phishing detection effectiveness (Parsazadeh et al., 2015; Terra, 2014). 
Jansen and Leukfeldt (2015) investigated the evaluation criteria used by email recipients to judge 
whether an email message was legitimate or phishing. Parsons et al. (2015) presented cues used by 
users to distinguish phishing emails from genuine emails. For example, users can look at the structure 
and accuracy of the content, as well as its visual presentation.  In addition, users search for more 
information about the content or the URL in the emails (Kleitman et al., 2018).  
 Individuals with strong information evaluation skills were more likely to critically analyze 
information and decrease their vulnerability to phishing (Lee et al., 2023; Parsazadeh et al., 2015; 
Terra, 2014; Wang et al., 2016). More specifically, individuals with high cue utilization were more 
able to detect phishing emails, whereas individuals with low conscientiousness were more likely to 
click an embedded link in a phishing email (Frauenstein et al., 2023; Williams et al., 2024). Enhancing 
Information Evaluation Skills (IES) may improve the phishing detection capabilities. Thus, this study 
investigated the following hypothesis H4: 
 



H4: Information Evaluation Skills (IES) is positively related to Phishing Detection Effectiveness 
(PDE) 

The relevancy here is that training on information evaluation skills may enhance phishing 
detection capabilities (Marshall et al., 2024; Sarker et al., 2024). 
 
 
2.5. E-Banking Phishing Detection Skills 
 
E-banking phishing detection skills include recognizing fake banking websites and being aware of 
common tactics used by phishers in this domain. It is expected that Internet users with strong e-banking 
phishing detection skills are less likely to fall victim to attacks that aim to steal financial information, 
as they can differentiate between legitimate and fraudulent banking websites. Jansen and Leukfeldt 
(2015) analyzed 600 phishing and malware incidents obtained from a Dutch bank. They found that 
users especially trust a closed padlock symbol in URLs because they do not know that this symbol 
may be fake. The victims then voluntarily gave away their personal information to fraudsters. Canova 
et al. (2014) described several URL spoofing tricks such as Internet Protocol (IP) address as URL, 
company name at the place of the department, an extra term added to the company name, well-hidden 
typos, or characters replaced by similar-looking letters and numbers. Phishers may also change 
characters or words in legitimate URLs, change their sequence, or even shorten the URL (Parsons et 
al., 2015). Additionally, phishers strengthen their messages using urgent words that imply fear. For 
example, phrases like "Click here," or "You must immediately confirm your details, otherwise your 
account will be locked within 48 hours" (Sharevski & Jachim, 2022). Therefore, users should consider 
all the techniques used by phishers to present a fake website as a legitimate website (e.g., a bank).  

Specifically, three of the most well-known techniques that Internet users should be aware of 
are fake anchors, fake Secure Sockets Layer (SSL) / Transport Layer Security (TLS) certificates and 
the use of subdomains. 
 
2.5.1. Fake Anchor 
 
By using email, phishers can direct Internet users to fake websites. For example, if a user receives the 
link "paypal.com" in an email and clicks on it, they may be directed to badsite.com (Fette et al., 2007). 
This occurs because the hidden HTML code is <a href="badsite.com"> paypal.com</a> (Fette et al., 
2007). An analysis of the HTML code shows that the href attribute determines the user's destination 
when clicking on the link, while "paypal.com" represents the text of the link that the user sees in the 
email and clicks on to reach the website. In this case, the code shows the user's browser, badsite.com 
(Fette et al., 2007). 

Furthermore, the effectiveness of the fake anchor is enhanced by domain name homograph 
attacks, where attackers replace visually similar letters and Internet users may overlook them (Dhamija 
et al., 2006). A characteristic example is www.paypa1.com, where the letter "l" has been replaced by 
the number "1" which may appear visually similar at first glance. 
 
2.5.2. Fake SSL/TLS Certificate (Secure Sockets Layer / Transport Layer Security) 
 
Phishers may also attack victims by creating fake websites. Although a legitimate website may look 
the same as a fake website, there are differences between them (Goel & Kumar Jain, 2017). One of the 
most basic differences is that a legitimate website must have an SSL/TLS certificate to ensure the 
security of the visitor's data (Goel & Kumar Jain, 2017). The SSL/TLS protocol ensures two main 
things: first, that the connected server has been authenticated to respond to the web address provided 
in the URL. In addition, it ensures the integrity and confidentiality of the information flow.   
 



2.5.3. Use of Subdomains 
 
Phishing websites use URLs that appear to be partially trustworthy (Fette et al., 2007). As fraudsters 
cannot use legitimate URLs as they are, they make spelling mistakes to create fake URLs and deceive 
their victims (Nguyen et al., 2014). More specifically, in the legitimate URL 
http://www.apple.attack.com, "http" indicates the communication protocol on the World Wide Web, 
"apple" is a subdomain composed of various types depending on the services of the domain's page, the 
primary domain is "attack," and the Top-Level-Domain (TLD) determines the type of organization or 
country to which the website belongs, in this case, it is "com" (Nguyen et al., 2014). Similarly, if the 
legitimate website of a bank is www.nbd.com, the phisher may choose the following illegitimate URL: 
www.ndb.com. 

Therefore, Manoharan et al. (2022) urged further experimental research to explore Internet 
banking users’ behavior concerning various URL forms in phishing emails. Although phishers use 
several techniques to deceive e-banking users, previous studies have examined individuals’ abilities 
to detect a specific e-banking phishing technique. Thus, this study considered several such techniques 
in an individual’s E-Banking Phishing Detection Skills (EBPDS) and examined the effect of EBPDS 
on phishing detection. Therefore, this study investigated the following hypothesis H5: 
 
H5: E-Banking Phishing Detection Skills (EBPDS) is positively related to Phishing Detection 
Effectiveness (PDE) 

The relevancy of examining this hypothesis is that e-banking involves unique vulnerabilities 
and requires specialized knowledge to effectively detect phishing attempts. It is important to examine 
which techniques are effective in phishing detection. Then appropriate awareness and training 
programs may educate users about these techniques. 
 
2.6. Identifying Phishing Emails 
 
Millions of phishing email attacks are observed in cyberspace every day. These attacks aim to convince 
Internet users that they are interacting with a trusted entity, with the ultimate goal of "fishing" for their 
personal account information, login credentials, and general identity information (Fette et al., 2007). 
For example, phishers can use identical email addresses to the victim’s friends to enhance their 
credibility (Ferreira & Teles, 2019). Because they initially appear trustworthy, they can, for example, 
send a link and claim that it will lead to an interesting website that will inform them about current 
events or lead them to an entertaining video. However, Internet users should be aware that the 
messages they receive may not necessarily represent their claims (Ferreira & Teles, 2019). In addition 
to impersonating the sender, phishers may also place time pressure on victims (Parsons et al., 2015).  

Some signs have been identified that can contribute, to some extent, to the recognition of 
phishing emails and are outlined below: 

1. Use of urgent words: Phishers use words indicating urgency to create anxiety in the email 
reader and prompt victims to take immediate action as stated in the email (Alghamdi, 2017; 
Jampen et al., 2020; Lötter & Futcher, 2015; Parsons et al., 2015). 

2. Requests for personal data: Initially, attackers attempt to gain the trust of their victims (e.g., by 
using the principle of authority) and then ask for personal information (e.g., passwords) 
(Alghamdi, 2017; Lötter & Futcher, 2015). 

3. Unknown sender: The attacker pretends to belong to a large organization, which appears as the 
sender's name. As a result, the email recipient trusts the organization without knowing the 
identity of the sender and falls victim of an attack (Alghamdi, 2017; Lötter & Futcher, 2015). 

4. Fake hyperlink: Phishing emails include fake hyperlinks that lead internet users to fake 
websites. A characteristic example is the substitution of letters in the URL, specifically 
replacing the lowercase Latin letter "l" (the corresponding uppercase letter is “L”) with the 



uppercase Latin letter "I" (the corresponding lowercase letter is “i”), which have a very small 
height difference that cannot be perceived by the human eye (Alghamdi, 2017; Lötter & 
Futcher, 2015). 

5. Spelling and grammatical errors: Phishing messages are characterized by the "poor" use of 
language. This should concern the reader, as messages sent by members of large organizations 
(e.g., banks) are checked for spelling and grammatical errors (Alghamdi, 2017; Lötter & 
Futcher, 2015; Parsons et al., 2015). 

Email phishing detection skills are critical because email is one of the most common means for 
phishing attacks. These skills include identifying suspicious sender addresses, recognizing phishing 
language (e.g., urgent requests, threats, or too-good-to-be-true offers), and avoiding clicking on 
malicious links or attachments. It is expected that Internet users who are skilled in email phishing 
detection are more likely to recognize phishing emails. Individuals who carefully examined the 
sender's address in the received email were less likely to fall in phishing attacks (Buckley et al., 2023; 
Zhuo et al., 2024). Individuals with higher email-phishing knowledge demonstrated improved 
detection rates because they could better utilize cues in emails to identify phishing attempts (Sturman 
et al., 2024, 2025). Thus, cue utilization has emerged as a critical predictor of email phishing detection, 
suggesting that training should focus on developing users' ability to recognize relevant cues (Marshall 
et al., 2024; Sturman et al., 2024). Although phishers have used several techniques to deceive email 
users, there is limited research examining the ability of individuals to detect some of these email 
phishing techniques. Therefore, this study considered the aforementioned five phishing techniques in 
an individual’s E-Mail Phishing Detection Skills (EMPDS) and examined the effect of EMPDS on 
Phishing Detection Effectiveness (PDE). Thus, this study investigated the following hypothesis H6: 
 
H6: E-Mail Phishing Detection Skills (EMPDS) is positively related to Phishing Detection 
Effectiveness (PDE) 
 

The relevancy of investigating H6 is that most cyberattacks start with email. If users are 
empowered with knowledge and skills, then they may effectively detect email phishing. The 
aforementioned hypotheses collectively address both internal (self-efficacy, skills) and external 
(facilitating conditions, social influence) factors that influence a user's ability to detect phishing. 
Understanding these factors is essential for designing effective cybersecurity training programs, tools, 
and policies. 
 
2.7. Personal Factors  
 
The manner in which users respond to received emails varies, and this differentiation may depend on 
various factors, such as cybersecurity education, time spent on the computer, and age (Manoharan et 
al., 2022). Previous studies have investigated personal factors that may influence Internet users’ 
susceptibility to phishing attacks. These factors include gender, age, education level, use of the Internet 
via a personal computer, and frequency of receiving phishing emails (Baki & Verma, 2022; Li et al., 
2020; Lin et al., 2019; Orunsolu et al., 2018). 

Specifically, males tend to be more cautious than females when clicking on links and providing 
information on websites (Sheng et al., 2010). Verkijika (2029) found that the impact of anti-phishing 
self-efficacy on avoidance motivation and behavior was highly influenced by gender, with a stronger 
correlation observed in females than in males. Similarly, Orunsolu et al. (2018) found that gender 
affects users’ ability to recognize phishing messages.  

Das et al. (2022) argued that the user’s age and confidence are essential for the detection of 
spear phishing attacks. Parsons et al. (2019) found that the age and time spent using a computer 
significantly influence users’ ability to detect phishing emails. Susceptibility to phishing declined with 
age and those who used computers more frequently performed better than those who used them less 



frequently. In addition, education level, especially for those who are informed and trained to encounter 
phishing, empowers Internet users to recognize phishing emails (Frauenstein & Flowerday, 2020). 
Internet users who use personal computers tend to be more cautious about phishing than those who 
use mobile phones. This is because of various reasons, such as the larger screen of the computer, which 
prevents the truncation of important information displayed in the URL addresses of websites. For 
example, when someone wants to connect to the "Bank of America" website and does so via a mobile 
phone, they might see the truncated URL "Bank of America," which may appear genuine at first glance 
but could be deceptive. Thus, if the full URL is https://secure.bankofamerica.com.phishing.com, a 
mobile phone user, seeing it truncated, may be misled by the similarity between the fake and genuine 
websites, falling victim to a phishing attack (Wu et al., 2014). Finally, the frequency of receiving 
phishing emails helps Internet users become familiar with and recognize them more easily (Tornblad 
et al., 2021). Therefore, this study will investigate the effects of age, age, level of education, use of the 
Internet via a personal computer, use of the Internet via mobile phones, and frequency of receiving 
emails on various users’ skills to detect phishing attacks. 
 
3. Methodology 
 
This study examines the aforementioned hypotheses (H1 - H6) in an integrated model (Figure 1). By 
employing a survey method, this study investigated internet users' behavior in "phishing" attacks. A 
questionnaire was developed that consisted of three sections and 18 questions encompassing the 
participants' demographics and phishing detection skills. The first part of the questionnaire included 
questions about demographic and personal characteristics such as gender, age, educational level, 
profession, Internet use via PC, Internet use via mobile phone, and frequency of receiving emails 
(Table 1). The second part of the questionnaire included Likert-scale questions about participants’ 
Self-Efficacy Phishing in Detection (SEPD), Facilitating Conditions for Phishing Detection (FCPD), 
Social Influence on Phishing Detection (SIPD), Information Evaluation Skills (IES), E-Banking 
Phishing Detection Skills (EBPDS), and E-Mail Phishing Detection Skills (EMPDS) (Tables 2 to 8). 
For each Likert-scale question, participants were asked to choose a response from 1 to 7. A Likert-
scale is a tool used in psychological assessments to measure attitudes, values, and opinions. It works 
by presenting individuals with a questionnaire in which they indicate their level of agreement or 
disagreement with a series of statements. There was also a question regarding the appropriate age at 
which individuals should be educated on phishing. 

Furthermore, the responders to the questionnaire participated in two experiments to measure 
their Phishing Detection Effectiveness (PDE). The first experiment included inquiries about 
participants' ability to discern the legitimacy of a bank's website (Figure 2). The second experiment 
explored the participants' capacity to identify "phishing" emails from their banks (Figure 3).  

In total, 252 participants answered the questionnaire anonymously and voluntarily in June 
2023. Microsoft Excel and the Statistical Package for Social Sciences (SPSS) were used for the 
statistical analysis of the participants’ answers. Furthermore, SmartPLS (Partial Least Squares) was 
employed for conducting Structural Equation Model (SEM) analyses. SEM encompasses a range of 
methods used to analyze the relationships between variables in structural models.  
 
4. Results and Discussion 
 
To examine hypotheses H1 to H6, the following model (Figure 1) was constructed, consisting of 14 
constructs (variables) and 34 indicators (questions) that help us understand the behavior of Internet 
users in "phishing" attempts. These indicators are essential for determining the outcome of each 
construct. For simplicity, Figure 1 shows only the connections between Gender and other variables. 
The connections of the variables Age, Educational level, Profession, Internet use via PC, Internet use 



via mobile phone, and Frequency of receiving emails to the other variables are not shown (although 
they will also be analyzed). 

 
Figure 1. Theoretical model. 
 
4.1. Participants’ Profile 
 
Table 1 shows that among the 252 participants, 72% were female (181 participants) and 28% were 
male (71 participants). Most participants were under 25 years of age (55%), with the highest level of 
education being high school (50%), and employment status as students (non-employee) (31%). In 
addition, most participants spent less than 1 hour daily on the Internet via a computer (36%) and more 
than 6 hours via a mobile phone (21%). Finally, most participants (39%) stated that they receive 6-10 
emails per day. 
 



Table 1. Demographic information of the respondents. 
Demographic items Category Frequency (%) 
Gender Female 181 71.83 
 Male 71 28.17 
Age Under 25 139 55.16 
 25-34 50 19.84 
 35-44 25 9.92 
 45-54 29 11.51 
 55-64 8 3.17 
 65-74 1 0.40 
 Over 74 0 0.00 
Highest level of education Primary school 2 0.79 
 Junior high school 5 1.98 
 High school 125 49.60 
 College 80 31.75 
 Postgraduate 37 14.68 
 Doctor of Philosophy 3 1.19 
Type of employment Student (non-

employee) 
78 30.95 

 Student (employee) 40 15.87 
 Freelancer 20 7.94 
 Private Sector 

Employee 
55 21.83 

 Civil servant 24 9.52 
 Retired 3 1.19 
 Unemployed 32 12.70 
Hours spent on the Internet via PC in a day Less than 1 hour 91 36.11 
 1 - 2 hours 45 17.86 
 2 - 3 hours 42 16.67 
 3 - 4 hours 36 14.29 
 4 - 5 hours 13 5.16 
 5 - 6 hours 7 2.78 
 More than 6 hours 18 7.14 
Hours spent on the Internet via mobile phone in a 
day 

Less than 1 hour 5 1.98 

 1 - 2 hours 38 15.08 
 2 - 3 hours 40 15.87 
 3 - 4 hours 51 20.24 
 4 - 5 hours 35 13.89 
 5 - 6 hours 29 11.51 
 More than 6 hours 54 21.43 
Emails you receive in a day Less than 5 90 35.71 
 6-10             99 39.29 
 11-15                23 9.13 
 16-20 16 6.35 
 21-25 10 3.97 
 26-30 5 1.98 
 Over 30 9 3.57 



 
Regarding E-Banking Phishing Detection Skills (EBPDS) (Table 2), most participants did not pay 
attention (I don’t pay attention at all, I pay very little or little attention) if there was an anagram in 
URLs (44.05%). However, most participants were careful (I am moderately careful, I am very careful, 
I am extremely careful) when there was a closed padlock or the URL did not start with https (53.18%), 
when the website asked them to take some action urgently (66.27%), when the website contained 
spelling, grammatical or syntax errors (67.46%), and when the URL was shortened or weird (59.13%) 
(Table 2). Therefore, they were mostly careful when a website asks them to take urgent action or when 
the website contains spelling, grammatical, or syntax errors. 
 
Table 2. E-Banking Phishing Detection Skills (EBPDS). 
When trying to log into your bank account, how much do you pay attention to (are you 
careful with) the following? 
 Not at 

all 
% 
(n) 

Very 
Little 

% 
(n) 

Little 
 

% 
(n) 

Neutr
al 
% 
(n) 

Moder
ately 

% 
(n) 

Very 
 

% 
(n) 

Extre
mely 

% 
(n) 

If there is an anagram or subtle 
difference in letters for the 
path/URL (e.g., “ngb” instead of 
“nbg”, “I” instead of “l”) 

21.83 
(55) 

12.30 
(31) 

9.92 
(25) 

13.48 
(34) 

13.49 
(34) 

9.52 
(24) 

19.44 
(49) 

If there is not a closed padlock or 
the path/URL does not start with 
“https” 

19.05 
(48) 

 

10.71 
(27) 

8.73 
(22) 

8.33 
(21) 

13.89 
(35) 

13.89 
(35) 

25.40 
(64) 

If it asks you to take some action 
urgently 

10.32 
(26) 

5.95 
(15) 

7.94 
(20) 

9.52 
(24) 

13.89 
(35) 

11.90 
(30) 

40.48 
(102) 

If there are spelling, grammatical or 
syntax errors 

11.90 
(30) 

7.14 
(18) 

4.37 
(11) 

9.13 
(23) 

12.30 
(31) 

14.68 
(37) 

40.48 
(102) 

If the path/URL is shortened or 
"weird" (e.g., 
https://lnkd.in/dm8hxDj5, 
http://147.46.236.55/PayPal/login.h
tml) 

14.29 
(36) 

9.92 
(25) 

7.94 
(20) 

8.73 
(22) 

9.52 
(24) 

11.51 
(29) 

38.10 
(96) 

 
Regarding E-Mail Phishing Detection Skills (EMPDS) (Table 3), most participants were not concerned 
(not at all, very little, little) with the use of urgent words in the email message (45.23%). However, 
most participants were concerned (moderately, very, extremely) with a request for sensitive and 
personal information (e.g., passwords) (64.68%), with an unknown sender in the email (60.32%), a 
suspicious link in the email message (64.28%), and spelling and grammar mistakes in the email 
message (58.72%) (Table 3). Hence, they were mostly concerned with requests for sensitive and 
personal information (e.g., passwords) or suspicious links in email messages. 
 
Table 3. E-Mail Phishing Detection Skills (EMPDS). 
When you receive an email message, how concerned (careful) are you with the following? 
 Not at 

all 
% 
(n) 

Very 
Little 

% 
(n) 

Little 
 

% 
(n) 

Neutr
al 
% 
(n) 

Moder
ately 

% 
(n) 

Very 
 

% 
(n) 

Extre
mely 

% 
(n) 

the use of urgent words in this 
email message? 

13.49 
(34) 

21.03 
(53) 

10.71 
(27) 

10.32 
(26) 

17.86 
(45) 

10.71 
(27) 

15.87 
(40) 

https://lnkd.in/dm8hxDj5


a request for sensitive and personal 
information (e.g., passwords) 

11.51 
(29) 

10.71 
(27) 

4.76 
(12) 

8.33 
(21) 

16.27 
(41) 

12.30 
(31) 

36.11 
(91) 

unknown sender of this email 
message? 

12.30 
(31) 

13.10 
(33) 

6.35 
(16) 

7.94 
(20) 

15.08 
(38) 

15.48 
(39) 

29.76 
(75) 

a suspicious link (e.g., 
http://147.46.236.55/PayPal/login.h
tml) in this email message? 

12.70 
(32) 

13.10 
(33) 

4.37 
(11) 

5.56 
914) 

13.89 
(35) 

15.87 
(40) 

34.52 
(87) 

spelling and grammar mistakes in 
this email message? 

7.94 
(20) 

11.90 
(30) 

7.54 
(19) 

9.92 
(25) 

15.87 
(40) 

25.79 
(65) 

21.03 
(53) 

 
Regarding Facilitating Conditions for Phishing Detection (FCPD) (Table 4), most participants 
considered important (moderately, very, extremely) a blacklist (70.24%), a whitelist (71.03%), 
education at school, university, work, etc. (82.55%), self-training (70.63%), active warnings (e.g., 
blocking) from the security software they use (79.36%), passive warnings (needed user action) from 
the security software they use (76.98%), email filtering software (81.35%), connecting directly to the 
official website and not through a link (81.36%) (Table 4). Thus, they believed that the most important 
means for phishing detection were education at school, university, work, etc., email filtering software, 
and connecting directly to the official website and not through a link. 
 
Table 4. Facilitating Conditions for Phishing Detection (FCPD). 
How important do you consider the following to avoid becoming a victim of phishing? 
 Not at 

all 
% 
(n) 

Very 
Little 

% 
(n) 

Little 
 

% 
(n) 

Neutr
al 
% 
(n) 

Moder
ately 

% 
(n) 

Very 
 

% 
(n) 

Extre
mely 

% 
(n) 

creating a blacklist (with 
suspicious IP-URLs, keywords 
used by phishers) 

5.16 
(13) 

7.14 
(18) 

5.95 
(15) 

11.51 
(29) 

16.67 
(42) 

17.86 
(45) 

35.71 
(90) 

creating a whitelist (with legal-
official URLs of banks, etc.) 

3.97 
(10) 

5.95 
915) 

5.56 
(14) 

13.49 
(34) 

15.48 
(39) 

19.84 
(50) 

35.71 
(90) 

education on phishing at school, 
university, work, etc. 

3.57 
(9) 

3.97 
(10) 

3.97 
(10) 

5.95 
(15) 

13.89 
(35) 

21.83 
(55) 

46.83 
(118) 

self-training on phishing using 
apps (e.g., specialized games) 

4.76 
(12) 

5.16 
(13) 

5.56 
(14) 

13.89 
(35) 

19.84 
(50) 

20.63 
(52) 

30.16 
(76) 

active warnings from software you 
use (e.g., blocking an activity 
without allowing the user to 
continue) 

4.76 
(12) 

3.17 
(8) 

4.76 
(12) 

7.94 
(20) 

14.29 
(36) 

28.17 
(71) 

36.90 
(93) 

passive warnings from software 
you use (e.g., warning message to 
the user and subsequent action at 
their own risk) 

4.37 
(11) 

 

5.95 
(15) 

3.97 
(10) 

8.73 
(22) 

14.68 
(37) 

24.60 
(62) 

37.70 
(95) 

email filtering software 3.57 
(9) 

3.57 
(9) 

3.97 
(10) 

7.94 
(20) 

13.49 
(34) 

25.79 
(65) 

41.67 
(105) 

anti-virus software on your devices 4.37 
(11) 

3.97 
(10) 

4.37 
(11) 

5.95 
(15) 

15.08 
(38) 

24.60 
(62) 

41.67 
(105) 

connecting directly to the official 
website and not through a link 

4.37 
(11) 

4.76 
(12) 

4.76 
(12) 

4.76 
(12) 

10.32 
(26) 

21.83 
(55) 

49.21 
(124) 

 



Regarding Information Evaluation Skills (IES) (Table 5), most participants agreed (moderately, very, 
extremely) that they could evaluate the authenticity, credibility, appearance, content, etc. of a website 
(53.36%), if a website was safe, reliable, or fake (50.39%), and if an email was spam, advertising, 
phishing, or a scam (64.28%). Therefore, they mostly agreed that they could evaluate whether an email 
was spam, advertising, phishing, or a scam. 
 
Table 5. Information Evaluation Skills (IES). 
To what extent do you agree or disagree with the 
following statements? 

 Frequenc
y 

% 

I can rate a website based on its authenticity,  
credibility, appearance, content, etc. 

I very strongly 
disagree 

15 5.95 

 I strongly disagree 30 11.90 
 I slightly disagree 29 11.51 
 I neither disagree nor 

agree 
36 14.29 

 I slightly agree 58 23.02 
 I strongly agree 48 19.05 
 I very strongly agree 36 14.29 
I can evaluate if a website is safe & reliable or fake. I very strongly 

disagree 
15 5.95 

 I strongly disagree 37 14.68 
 I slightly disagree 32 12.70 
 I neither disagree nor 

agree 
41 16.27 

 I slightly agree 62 24.60 
 I strongly agree 35 13.89 
 I very strongly agree 30 11.90 
I can assess whether an email is spam, advertising, 
phishing or a scam. 

I very strongly 
disagree 

11 4.37 

 I strongly disagree 22 8.73 
 I slightly disagree 22 8.73 
 I neither disagree nor 

agree 
35 13.89 

 I slightly agree 44 17.46 
 I strongly agree 66 26.19 
 I very strongly agree 52 20.63 

 
 
Regarding Social Influence on Phishing Detection (SIPD) (Table 6), most participants agreed (slightly, 
strongly, very strongly) that people who are important to them suggest being careful about phishing 
attacks (67.46%). However, most participants disagreed (very strongly, strongly, slightly) that their 
teachers or colleagues had helped them learn about phishing attacks (59.52%) or that their university, 
school, or organization had policies and measures to protect them against phishing attacks (61.90%) 
(Table 6). Thus, they mostly agreed that people who are important to them suggest being careful about 
phishing attacks. 
 
Table 6. Social Influence on Phishing Detection (SIPD). 
To what extent do you agree or disagree with the 
following statements? 

 Frequenc
y 

% 
 



  
People who are important to me think I should be careful 
about phishing attacks. 

I very strongly 
disagree 

17 6.75 

 I strongly 
disagree 

19 7.54 

 I slightly 
disagree 

19 7.54 

 I neither 
disagree nor 
agree 

27 10.71 

 I slightly agree 34 13.49 
 I strongly agree 55 21.83 
 I very strongly 

agree 
81 32.14 

My teachers or colleagues have helped me learn  
about phishing attacks. 

I very strongly 
disagree 

86 34.13 

 I strongly 
disagree 

34 13.49 

 I slightly 
disagree 

30 11.90 

 I neither 
disagree nor 
agree 

40 15.87 

 I slightly agree 22 8.73 
 I strongly agree 15 5.95 
 I very strongly 

agree 
25 9.92 

In general, my university or school or organization etc. 
has policies and measures to protect against phishing 
attacks. 

I very strongly 
disagree 

85 33.73 

 I strongly 
disagree 

27 10.71 

 I slightly 
disagree 

44 17.46 

 I neither 
disagree nor 
agree 

30 11.90 

 I slightly agree 25 9.92 
 I strongly agree 19 7.54 
 I very strongly 

agree 
22 8.73 

 
Regarding Self-efficacy in Phishing Detection (SEPD) (Table 7), most participants agreed (slightly, 
strongly, very strongly) that they knew how to detect phishing attempts (48.01%) and that they could 
learn how to spot phishing attempts easily (61.11%). However, most participants disagreed (very 
strongly, strongly, slightly) that they monitored developments in phishing attempts (46.02%), that they 
knew many different methods to detect phishing attempts (51.98%), that they were confident in their 
abilities to spot phishing attempts (44.04%), and that they had the technical skills to detect phishing 
attempts (50.40%) (Table 7). Therefore, they mostly agreed that they could learn how to easily detect 
phishing attempts. 



  
Table 7. Self-efficacy in Phishing Detection (SEPD). 
To what extent do you agree or disagree with the 
following statements? 
 

 Frequenc
y 
 

% 
 

I know how to detect phishing attempts I very strongly 
disagree 

32 12.70 

 I strongly disagree 32 12.70 
 I slightly disagree 31 12.30 
 I neither disagree nor 

agree 
36 14.29 

 I slightly agree 46 18.25 
 I strongly agree 40 15.87 
 I very strongly agree 35 13.89 
I can learn how to spot phishing attempts easily I very strongly 

disagree 
15 5.95 

 I strongly disagree 27 10.71 
 I slightly disagree 22 8.73 
 I neither disagree nor 

agree 
34 13.49 

 I slightly agree 59 23.41 
 I strongly agree 44 17.46 
 I very strongly agree 51 20.24 
I monitor developments for phishing attempts I very strongly 

disagree 
46 18.25 

 I strongly disagree 40 15.87 
 I slightly disagree 30 11.90 
 I neither disagree nor 

agree 
41 16.27 

 I slightly agree 35 13.89 
 I strongly agree 30 11.90 
 I very strongly agree 30 11.90 
I know many different methods to detect phishing 
attempts 

I very strongly 
disagree 

44 17.46 

 I strongly disagree 52 20.63 
 I slightly disagree 35 13.89 
 I neither disagree nor 

agree 
44 17.46 

 I slightly agree 37 14.68 
 I strongly agree 15 5.95 
 I very strongly agree 25 9.92 
I am confident in my abilities to spot phishing  
attempts to get information from the web 

I very strongly 
disagree 

37 14.68 

 I strongly disagree 44 17.46 
 I slightly disagree 30 11.90 
 I neither disagree nor 

agree 
46 18.25 

 I slightly agree 45 17.86 
 I strongly agree 20 7.94 
 I very strongly agree 30 11.90 



I have the technical skills I need to spot phishing 
attempts 

I very strongly 
disagree 

46 18.25 

 I strongly disagree 48 19.05 
 I slightly disagree 33 13.10 
 I neither disagree nor 

agree 
37 14.68 

 I slightly agree 41 16.27 
 I strongly agree 16 6.35 
 I very strongly agree 31 12.30 

 
Finally, most participants (44.84%) believed that the best age to educate people about phishing is 
during lower secondary education (Table 8). 
 
Table 8. Respondents’ responses regarding the appropriate age to be educated about phishing. 
What do you think is the appropriate age to 
educate people about phishing? 

 Frequenc
y 
 

% 
 

 Primary school 90 35.71 
 Gymnasium (lower 

secondary education) 
113 44.84 

 Lyceum (upper secondary 
education) 

45 17.86 

 University 2 0.79 
 I don't think it is necessary 2 0.79 

 
 
4.2. Simulation of Phishing Attacks 
 
Finally, the participants responded to two simulated phishing attempts. The purpose of these questions 
was to determine whether participants could apply their anti-phishing knowledge and skills in practice. 
The first question depicted the electronic page of the National Bank (Figure 2), which, at first glance, 
appeared genuine but, in reality, was not. 

 



Figure 2. Fake page of a bank website 
 
Specifically, Figure 2 shows the following signs of phishing: 

● A misspelling or subtle differences in the letters for the path/URL, e.g., "ngb" instead of "nbg". 
● Absence of a closed padlock, 
● The URL does not start with "https". 

      
Regarding the participants’ responses to the question “Would you put your codes here?” (i.e., entering 
their passwords on the fake National Bank website), more than half of them answered “No” (55.1%), 
while the rest answered “Yes” (44.9%).   
The second question was a phishing email (see Figure 3). The signs indicating that this email was 
phishing include the following: 

● The customer is not addressed with their last name but with a general salutation like "Dear 
Customer," 

● Spelling, grammatical or syntax errors. 
● Urgently request the reader to take immediate action. 

    

 
Figure 3. Phishing email by fake Paypa1 Team 
 
Regarding the participants’ responses to the question “Would you click on the link to log in to your 
account?” (i.e., click on the link of the phishing email), most of them answered “No” (86.7%), while 
the rest answered “Yes” (13.3%).   
 
4.3. Correlations 
 
Participants’ responses were also analyzed using SmartPLS. Parametric tests (such as Pearson 
correlations, t-tests, analysis of variance, etc.) can be used with data from Likert scales (Norman, 2010; 
Murray, 2013; Sullivan & Artino, 2013). Pearson's correlation coefficient was used to assess the linear 
relationship between two constructs. This means that it measures the extent to which variables are 
related to each other, as well as whether the relationship is positive or negative. The correlation 
coefficient ranges from -1 to +1. A correlation coefficient of +1 indicates a perfect positive linear 
relationship, whereas a coefficient of -1 indicates a perfect negative linear relationship. If the 
coefficient is close to zero, there is no strong linear relationship between the variables. Usually, a 
correlation coefficient between 0-0.19 is regarded as very weak, 0.20-0.39 as weak, 0.40-0.59 as 
moderate, 0.60-0.79 as strong, and 0.80-1 as very strong. 

Table 9 displays the (weak and very weak) correlations between the personal characteristics 
and variables in the model. We observe that "Gender" has a weak positive correlation with the variable 
"Facilitating Conditions for Phishing Detection (FCPD)". That is to say, men valued higher the 



"Facilitating Conditions for Phishing Detection (FCPD)". "Age" has a weak negative correlation with 
the variable “Information Evaluation Skills (IES)”. In other words, older participants had lower 
“Information Evaluation Skills (IES)”. 

 “Educational level” has a very weak positive correlation with all variables. Similarly, “Internet 
use via mobile phone” has a very weak correlation with all variables. The Profession has a weak 
negative correlation with the variables “Information Evaluation Skills (IES)” and “E-Banking Phishing 
Detection Skills (EBPDS)”. 

"Internet use via PC" has a weak positive correlation with the variables “Information 
Evaluation Skills (IES)” and “E-Banking Phishing Detection Skills (EBPDS)”. In other words, the 
higher the "Internet use via PC", the higher the “Information Evaluation Skills (IES)” and “E-Banking 
Phishing Detection Skills (EBPDS)”. 

Finally, "Frequency of receiving emails" has a weak positive correlation with the variable 
“Self-Efficacy in Phishing Detection (SEPD)” and the variable “E-Banking Phishing Detection Skills 
(EBPDS)” while it has a weak negative correlation with the variable "Facilitating Conditions for 
Phishing Detection (FCPD)". In other words, the higher the "Frequency of receiving emails", the 
higher the “Self-Efficacy in Phishing Detection (SEPD)” and the “E-Banking Phishing Detection Skills 
(EBPDS)” while the lower the "Facilitating Conditions for Phishing Detection (FCPD)". 
 
Table 9. Pearson's correlation between constructs. 
Constructs SEPD FCPD SIPD IES EBPD

S 
EMPD

S 
Gender 0.159 0.248 0.089 0.060 0.118 -0.167 
Age -0.114 0.090 -0.089 -0.246 -0.155 -0.117 
Education level 0.197 0.118 0.174 0.116 0.198 0.156 
Profession -0.156 0.072 -0.107 -0.212 -0.215 -0.149 
Internet use via PC 0.183 -0.031 0.144 0.215 0.232 0.143 
Internet use via mobile phone -0.093 0.088 -0.188 -0.084 -0.160 -0.158 
Frequency of receiving emails every 
day 

0.256 -0.217 0.171 0.184 0.208 0.085 

 
Table 10 displays Pearson's correlation between the variables in the model and “Phishing Detection 
Effectiveness”. More specifically, “Self-Efficacy in Phishing Detection (SEPD)” is moderately 
positively related to “Phishing Detection Effectiveness (PDE)”. “Facilitating Conditions for Phishing 
Detection (FCPD)” is very weakly negatively related to “Phishing Detection Effectiveness (PDE)”. 
“Social Influence on Phishing Detection (SIPD)” is weakly positively related to “Phishing Detection 
Effectiveness (PDE)”. “Information Evaluation Skills (IES)” is moderately positively related to 
“Phishing Detection Effectiveness (PDE)”. “E-Banking Phishing Detection Skills (EBPDS)” is 
strongly positively related to “Phishing Detection Effectiveness (PDE)”. “E-Mail Phishing Detection 
Skills (EMPDS)” is weakly positively related to “Phishing Detection Effectiveness (PDE)”. In 
conclusion, “Facilitating Conditions for Phishing Detection (FCPD)” is the weakest way to detect 
phishing attacks. 
 
Table 10. Pearson's correlation between constructs and PDE. 

Constructs Phishing Detection 
Effectiveness (PDE) 

SEPD 0.403 
FCPD -0.184 
SIPD 0.330 
IES 0.490 



EBPDS 0.513 
EMPDS 0.207 

 
 
4.4. Measurement model 
 
Participants’ responses were evaluated to examine their validity and reliability by calculating their 
loading coefficients, Cronbach's alpha, composite reliability (CR), and average variance extracted 
(AVE) (Sullivan & Artino, 2013), as indicated in Table 11. 

For all items, the loading factor exceeded 0.7; hence, measures of the construct had a strong 
relationship between the observed variable and factor loading. Cronbach's alpha coefficients and CR 
values were above the threshold of 0.7 for all constructions. The statistical measure of Cronbach's 
alpha ranged from 0 to 1. A higher value indicates greater internal consistency in the measurements. 
A value greater than 0.7 is generally considered acceptable for reliability. In summary, Cronbach's 
alpha helps us determine the reliability of a set of questions or measurements and can be used to 
estimate the internal consistency of a variable. As shown in Table 11, all variables are reliable and 
suitable for estimation, except for the variable "Social Influence on Phishing Detection (SIPD)", where 
Cronbach's alpha is less than 0.7, indicating that the variable is acceptable but not very reliable. 
 
Table 11. Construct Validity and Reliability. 
Constructs Factor 

Loading 
Cronbach’s 

alpha 
CR AVE 

SEPD 0.856 0.939 0.993 0.734 

FCPD 0.849 0.952 0.995 0.693 

SIPD 0.719 0.607 0.888 0.413 

IES 0.931 0.925 0.983 0.868 

EBPDS 0.832 0.887 0.982 0.682 

EMPDS 0.892 0.935 0.990 0.789 

 
The Average Variance Extracted (AVE) ranges from 0 to 1, with higher values indicating better ability 
to extract information from the variables. Specifically: 

● AVE < 0.5: The variables may not adequately extract the contained information. 
● AVE > 0.5: The extracted variables contained relatively adequately information. 
● AVE > 0.7: The variables effectively extracted the contained information. 

As shown in Table 11, all variables "Self-Efficacy in Phishing Detection (SEPD)", "Facilitating 
Conditions for Phishing Detection (FCPD)", "Information Evaluation Skills (IES)", "E-Banking 
Phishing Detection Skills (EBPDS)", and "E-Mail Phishing Detection Skills (EMPDS)" had AVE 
values greater than 0.5, indicating an acceptable level of convergent validity. Specifically, the variables 
"Self-Efficacy in Phishing Detection (SEPD)", "Information Evaluation Skills (IES)", and "E-Mail 



Phishing Detection Skills (EMPDS)”, with AVE > 0.7, can explain the differences with high accuracy. 
Conversely, the variable "Social Influence on Phishing Detection (SIPD)", with AVE < 0.5, suggests 
that the measurement of this specific variable may not be ideal for the research purpose or that this 
variable is not sufficiently reliable for use in statistical analyses. Table 12 provides a summary of the 
measurement scales to a summary form.  
 
Table 12. Constructs, items, and descriptive statistics. 
Construct  Items Mean Std 

Dev 
Self-Efficacy in 
Phishing 
Detection (SEPD) 

SEPD1 How well do you know how to protect yourself 
from phishing attempts? 

4.04 1.77 

 SEPD2 I know how to detect phishing attempts 4.12 1.95 
 SEPD3 I can learn how to spot phishing attempts easily 4.70 1.81 
 SEPD4 I monitor developments for phishing attempts 3.75 1.99 
 SEPD5 I know many different methods to detect phishing 

attempts 
3.44 1.89 

 SEPD6 I am confident in my abilities to spot phishing 
attempts to get information from the web 

3.76 1.89 

 SEPD7 I have the technical skills I need to spot phishing 
attempts 

3.58 1.97 

Facilitating 
Conditions for 
Phishing 
Detection (FCPD) 

FCPD1 Create Blacklist (with suspicious IP-URLs, 
keywords used by phishers) 

5.18 1.89 

 FCPD2 White list creation (with legal-official URLs of 
banks, etc.) 

5.28 1.80 

 FCPD3 Education at school, university, work, etc. 5.71 1.65 
 FCPD4 Self-learning from applications (e.g., specialized 

games) 
5.19 1.73 

 FCPD5 Active warnings from the programs I use (e.g., 
blocking an activity without allowing the user to 
continue)  

5.54 1.66 

 FCPD6 Passive warnings from the programs I use (e.g., 
warning message to the user and subsequent 
action at their own risk) 

5.44 1.75 

 FCPD7 Email message filtering by software 5.63 1.64 
 FCPD8 Install Antivirus software on my devices 5.58 1.71 
 FCPD9 Direct connection to the official website and not 

through a link 
5.73 1.73 

Social Influence 
on Phishing 
Detection (SIPD) 

SIPD1 People who are important to me think I should be 
careful about phishing attacks. 

5.09 1.91 

 SIPD2 My teachers or colleagues have helped me learn 
about phishing attacks. 

3.12 2.04 

 SIPD3 In general, my university or school or 
organization etc. has policies and measures to 
protect against phishing attacks. 

3.13 2.01 



Information 
Evaluation Skills 
(IES) 

IES1 I can rate a website based on its authenticity, 
credibility, appearance, content, etc. 

4.45 1.77 

 IES2 I can evaluate if a website is safe & reliable or 
fake. 

4.30 1.75 

 IES3 I can assess whether an email is spam, 
advertising, phishing or a scam. 

4.88 1.75 

E-Banking 
Phishing 
Detection Skills 
(EBPDS) 

EBPDS1 If there is an anagram or subtle difference in 
letters for the path/URL (e.g., “ngb” instead of 
“nbg”, “I” instead of “l”) 

3.87 2.19 

 EBPDS2 If there is no closed padlock or the path/URL 
does not start with “https” 

4.29 2.26 

 EBPDS3 If it asks you to take some action urgently 5.03 2.11 
 EBPDS4 If there are spelling, grammatical or syntax errors 5.05 2.15 
 EBPDS5 If the path/URL is shortened or "strange" (e.g., 

https://lnkd.in/dm8hxDj5, 
http://147.46.236.55/PayPal/login.html) 

4.76 2.27 

Self-Efficacy in 
Phishing 
Detection (SEPD) 

SEPD1 How well do you know how to protect yourself 
from phishing attempts? 

4.04 1.77 

 SEPD2 I know how to detect phishing attempts 4.12 1.95 
 SEPD3 I can learn how to spot phishing attempts easily 4.70 1.81 
E-Mail Phishing 
Detection Skills 
(EMPDS) 

EMPDS1 Use urgent words in your email message 3.93 2.05 

 EMPDS2 Request for sensitive and personal information 
(e.g., passwords) 

4.84 2.17 

 EMPDS3 Unknown sender of email message 4.61 2.18 
 EMPDS4 Suspicious link  

(e.g., http://147.46.236.55/PayPal/login.html) in 
email message 

4.76 2.24 

 EMPDS5 Spelling and grammatical errors in the email 
message 

2.63 2.25 

Phishing 
Detection 
Effectiveness 
(PDE) 

PDE1 Would you put your passwords here? 1.56 0.5 

 PDE2 What would you do if you received the email 
message below? 

1.87 0.34 

 
For the correlation between the categorical variables that constitute hypotheses H1, H2, H3, H4, H5, 
and H6 to be statistically significant, the p-value resulting from the Chi-square test must be less than 
the significance level (usually 0.05). Specifically, this means that the variables are not independent 
and there is some correlation between them. Conversely, if the p-value resulting from the chi-square 
test is greater than the significance level (0.05), then the variables are not significantly correlated. The 
results of the hypotheses tests are presented in Table 13.  

On the one hand, the findings show that the paths from Self-Efficacy in Phishing Detection 
(SEPD) toward Phishing Detection Effectiveness (PDE) (β=0.105, p=0.684), from Social Influence on 



Phishing Detection (SIPD) to Phishing Detection Effectiveness (PDE) (β=0.099, p=0.196), and from 
Information Evaluation Skills (IES) to Phishing Detection Effectiveness (PDE) (β=0.052, p=0.056), 
were not significant; therefore, hypotheses H1, H3, and H4 were rejected.  

However, the paths from Facilitating Conditions for Phishing Detection (FCPD) (β=0.006, 
p<0.001), E-Banking Phishing Detection Skills (EBPDS) (β=0.064, p<0.001), and E-Mail Phishing 
Detection Skills (EMPDS) (β=0.045, p=0.011) to Phishing Detection Effectiveness (PDE) were 
significant; therefore, hypotheses H2, H5, and H6 are accepted.  
 
Table 13. Results of the hypothesis tests. 
Constructs Standardized 

estimate 
S.E. P-Value Results 

SEPD → PDE 0.105 0.072 0.684 Not – Supported 

FCPD → PDE 0.006 0.149 <0.001 Supported 

SIPD → PDE 0.099 0.064 0.196 Not – Supported 

IES → PDE 0.052 0.058 0.056 Not – Supported 

EBPDS → PDE 0.064 0.072 <0.001 Supported 

EMPDS → PDE 0.045 0.096 0.011 Supported 
 
Next, it is examined (Table 14) how the participants’ answers to questions on Facilitating Conditions 
for Phishing Detection (FCPD1, FCPD2, FCPD3, FCPD4, FCPD5, FCPD6, FCPD7, FCPD8, and 
FCPD9) are related to their answers to the questions on Phishing Detection Effectiveness (PDE1 and 
PDE2). 
 
Table 14. P-values of the hypothesis tests between participants’ responses to Facilitating Conditions 
for Phishing Detection and the two experiments.  

FCPD1 FCPD2 FCPD3 FCPD4 FCPD5 FCPD6 FCPD7 FCPD8 FCPD9 
PDE1 0.458 0.885 0.660 0.077 0.185 0.125 0.344 0.390 0.176 
PDE2 <0.001 0.030 0.022 0.016 0.049 0.415 0.219 0.617 0.976 

 
Regarding question PDE1, respondents, after viewing the website of the National Bank (Figure 2) and 
based on their knowledge up to that moment, had to answer whether they would enter their personal 
credentials on the bank's webpage, which at first glance appeared genuine but was actually a phishing 
site. Additionally, in question PDE2, respondents, after viewing an email purportedly from PayPal 
(Figure 3) and based on their knowledge up to that moment, had to answer whether they would trust it 
and click on the link provided in the email, which at first glance appeared genuine but was actually a 
phishing attempt. It was found (Table 14) that question PDE1 did not have a statistically significant 
correlation (p-value > 0.05) with any FCPD question (FCPD1, FCPD2, FCPD4, FCPD5, FCPD6, 
FCPD7, FCPD8, and FCPD9). However, question PDE2 had a statistically significant correlation 
with questions FCPD1, FCPD2, FCPD3, FCPD4, and FCPD5 but not with the rest questions FCPD6, 
FCPD7, FCPD8, and FCPD9.  

Similar to previous studies (Li et al., 2014), the creation of "blacklists" and "whitelists" was 
not sufficiently reliable to prevent phishing attacks. Table 14 shows that internet users' ability to protect 
themselves from a "phishing website" (PDE1), as opposed to their ability to protect themselves from 



a "phishing email" (PDE2), did not have a statistically significant correlation with the creation of 
"blacklists" (FCPD1) and "whitelists" (FCPD2). Therefore, creating lists of phishing or legitimate 
URLs did not fully help the Internet users recognize phishing scams. 

In addition, the development of games and educational applications for phishing did not help 
Internet users recognize phishing websites. Specifically, Table 14 shows that Internet users' ability to 
recognize a phishing website (PDE1) was not affected by their training at school (FCDPD3) or through 
applications (FCPD4), while their recognition of a phishing email (PDE2) was influenced. Alghamdi 
(2017) demonstrated that training users on phishing made them more suspicious without enhancing 
their ability to determine whether a website or email from a bank was legitimate or phishing. However, 
many other studies support the usefulness of training (Chen et al., 2024; Jampen et al., 2020; Marshall 
et al., 2024; Tschakert & Ngamsuriyaroj, 2019).  

According to Egelman (2008), Internet users comply more with active warnings than passive 
ones. Similarly, Wu et al. (2006) found that users did not check the URL or SSL padlock; therefore, if 
active warnings, such as antivirus alerts, are absent, users are more likely to fall victim to phishing 
attacks. Table 14 shows that there was no statistically significant correlation between Internet users’ 
behavior when connecting to a phishing website and active warnings (FCDPD5) or passive warnings 
(FCPD6). However, Internet users' behavior when receiving a phishing email had a statistically 
significant correlation with active warnings (FCPD5) but not with passive ones (FCPD6). 

In addition, there was no significant correlation between the protection offered by email 
filtering software (FCPD7) or antivirus software (FCPD8) and the users' ability to protect themselves 
from either phishing websites (PDE1) or phishing emails (PDE2). This result aligns with previous 
studies (Almomani et al., 2013) which have argued that email filtering has weaknesses allowing 
Internet users to receive phishing emails. 

Summarizing, the creation of blacklists (FCPD1) and whitelists (FCPD2) did not provide 
sufficient protection against phishing; active warnings (FCPD5) were more effective than passive 
warnings (FCPD6); email filtering (FCPD7) and antivirus software (FCPD8) have limitations 
exposing users to phishing attacks. 
 
 
5. Conclusions and Implications 
 
Phishing is a serious safety problem. Phishing via email is a usual method for stealing victims’ personal 
information. Another method used by phishers is to create a fake website and persuade their victims 
to take action (e.g., provide their passwords to their banking accounts). Internet users should be aware 
of such phishing methods to ensure safety in the cyber world. Using a questionnaire with Likert-scale 
questions and two simulated experiments, this study investigated the skills of 252 Internet users in 
detecting phishing. It was found that participants were mostly careful when a website asked them to 
take urgent action or when the website contained spelling, grammatical, or syntax errors. Also, they 
are mostly concerned with an email message requesting sensitive and personal information (e.g., 
passwords) or asking to click on a suspicious link. In addition, they claimed that they were not anxious 
to click on a link in an email message. They believe that education about phishing, email filtering 
software, and connecting directly to the official website rather than through a link are the best practices 
to follow. Furthermore, they state that they can learn how to detect phishing attempts easily and can 
evaluate whether an email is spam, advertising, phishing, or scam. People who are important to them 
suggest that they should be careful about phishing attacks. Finally, they recommend education about 
phishing during the high school age. 

Personal characteristics such as Gender, Age, Education level, Profession, Internet use via PC, 
Internet use via mobile phone, and Frequency of receiving emails were weakly correlated with SEPD, 
FCPD, SIPD, IES, EBPDS, and EMPDS. More specifically, there is a weak positive correlation 
between Gender and FCPD, Internet use via PC and IES, Internet use via PC and EBPDS, Frequency 



of receiving emails and SEPD, as well as Frequency of receiving emails and EBPDS. On the other 
hand, there is a weak negative correlation between Age and IES, Profession and IES, Profession and 
EBPDS, as well as Frequency of receiving emails and FCPD. 

Furthermore, there was a moderate positive correlation between SEPD and PDE, IES and PDE, 
EBPDS and PDE. In addition, there was a weak positive correlation between EMPDS and PDE. 
Moreover, there was a very weak negative correlation between FCPD and PDE. 

Finally, Facilitating Conditions for Phishing Detection (FCPD), E-Banking Phishing 
Detection Skills (BPDS), and E-Mail Phishing Detection Skills (EMPDS) influence Phishing Detection 
Effectiveness (PDE). 

The analysis of factors affecting Internet users' abilities to detect phishing benefits several key 
groups: 
• Individual users will gain insights so that they become aware of the various issues about phishing, 
look for receiving anti-phishing training, recognize and respond to phishing threats, reducing their risk 
of falling victim to scams. 
• Organizations and businesses can implement knowledge management systems with anti-phishing 
resources as well as targeted synchronous and asynchronous training programs, enhancing employee 
awareness, knowledge, and skills related to phishing detection, which protects sensitive data and 
reduces financial losses. 
• Cybersecurity professionals will gain valuable insights into user behavior and vulnerabilities, 
informing the development of more effective security measures and training initiatives. 
• Policy makers and regulators can use the findings to create regulations focused on enhancing users’ 
digital literacy, cybersecurity awareness and safe digital behavior, leading to broader protective 
initiatives. 
• Educational institutions can incorporate these insights into curricula, promoting students’ digital 
literacy, critical thinking and safe digital behavior. 
Ultimately, the analysis strengthens user and organization defenses, informs cybersecurity practices, 
influences policy, and enhances educational approaches, contributing to a more secure online 
environment. 

Knowledge management systems (KMS) can significantly support employees in detecting and 
mitigating phishing threats by providing centralized, easily accessible resources (Jensen et al., 2017; 
Panahi et al., 2021). KMS can store, organize, and share up-to-date guidelines, training material, 
automated tools, best practices, and warning signs of phishing attempts, empowering employees on 
effective phishing detection and avoidance. Additionally, KMS can host regular synchronous and 
asynchronous training modules, educational games on phishing, role-playing phishing games, 
simulated phishing attacks, phishing scenarios, and case studies, which help employees stay informed 
about emerging phishing tactics. By incorporating a repository of known phishing cases, examples, 
and snapshots KMS can enhance the organization's overall security awareness. Furthermore, KMS 
facilitate collaboration by allowing employees to form communities of practice, report and discuss 
potential phishing incidents, as well as share knowledge, experiences, and suggestions about phishing. 
Overall, KM systems can empower users, improve their phishing detection capabilities, and strengthen 
organizational resilience against phishing attempts.  

Finally, the analysis of factors affecting Internet users' abilities to detect phishing is highly 
relevant in today’s global context due to the increasing sophistication and widespread of cyber threats.  
Phishing attacks target individuals and businesses worldwide, making it essential to enhance detection 
capabilities. Different individuals, businesses, and regions exhibit varying levels of digital literacy, so 
tailored awareness and training programs can be developed to address specific needs and improve 
overall cybersecurity. Effective phishing prevention requires international cooperation among 
governments, private sectors, and cybersecurity organizations. Insights from this analysis can guide 
policymakers in creating regulations that can improve user education and protection. Overall, this 
analysis is key to fostering global cybersecurity resilience and collaboration against phishing threats. 



 
 
6. Limitations of the Study and Recommendations for Future Research  
 
As is often the case with survey-based research, participants’ perceptions may differ from their actual 
abilities and behaviors. Furthermore, individuals may exhibit different opinions at different times, 
because they communicate their perceptions at that particular instant. Therefore, there is a need for 
longitudinal research on Internet users' perceptions and practices regarding phishing. Moreover, a 
larger sample size would have provided more reliable results. Additionally, a study conducted across 
various countries would have yielded clearer results regarding Internet user behavior in phishing 
attacks. Another limitation was that the majority of participants were under 25 years of age. Another 
sample of older people may have had different results. Furthermore, users voluntarily participated in 
the study by providing their consent. Therefore, the opinions of people who declined to complete the 
questionnaire were not considered. Finally, future research could examine other factors that influence 
users’ effectiveness in detecting phishing. 
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